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Overview

This document is intended for customer use and documentation of the public, externally-visible
XS BLE interface. It documents how the system works from a device to device communication
perspective.

For detailed description of the SiG BLE internal architecture and firmware-FPGA
communications, see the companion document ENG-0119 SiG BLE Architecture.

In this document, the BLE Module on the XS spectrometer, which is itself based on the
nRF52832 chipset, will be referred to as “BLE Peripheral,” and any device that connects to it
(smartphones, laptops) though Bluetooth Low Energy (BLE) will be referred to as “BLE Central”:

e BLE Peripheral: the spectrometer
e BLE Central: the smartphone or PC computer

BLE Concepts

Characteristics

Most communication between the Peripheral and Central devices occurs through
Characteristics. A Characteristic can be thought of as a variable (or register) in the Bluetooth
link, which devices use to communicate data to each other.

Services

Characteristics are grouped into Services by function. Wasatch BLE spectrometers expose two
main services:

e Device Information Service: this service provides static metadata about the
spectrometer itself.

e Wasatch Primary Service: this service provides Characteristics relating to spectrometer
runtime operation, such as acquiring spectra and controlling the laser.

GATT Profile

A GATT Profile (Generic AT Tribute Profile) describes the Services and Characteristics exposed
by a Bluetooth device. This document represents the GATT Profile for Wasatch BLE
spectrometers.


https://learn.adafruit.com/introduction-to-bluetooth-low-energy/gatt
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UUIDs

Every Bluetooth Service and Characteristic has its own Universally Unique Identifier (UUID).
UUIDs are 128 bits long.

The UUID for the Wasatch Service is: 0xD1A7EEQ0-AF78-4449-A34F-4DA1AFAF51BC.
Emphasis has been added to the two bytes (4 hexadecimal digits, or nibbles) 0xFF00 — that is
the only sequence which will change in the associated characteristic UUIDs.

For the sake of brevity, this document will not provide the "full" UUID for each Characteristic,
and only refer to the unique 2-byte code described above. The UUID of each Characteristic is
otherwise the same except for that 2-byte region.

For example, the UUID for the INTEGRATION_TIME characteristic is
OxD1A7EEQ1-AF78-4449-A34F-4DA1AFAF51BC. Therefore, in this document the UUID for
INTEGRATION_TIME appears as FFO1.

Characteristic Properties

Each Characteristic can have different properties, such as READ and/or WRITE, plus an
optional NOTIFY or INDICATE flag, which define their expected behavior. They also have a
maximum length associated with them, and it is this length which defines how many payload
bytes can fit inside each transmitted Characteristic packet.

The READ property means that the Central device (smartphone) can read the characteristic’s
value from the Peripheral. Similarly, the WRITE property means that the Central device can
write to it. Characteristics can be either READ, WRITE, or READ-WRITE.

The NOTIFY property means that the Central device will be automatically notified when new
data has been written to the characteristic by the Peripheral. The INDICATE property is similar
to NOTIFY, but requires the Central device to acknowledge when it has read the new data sent
by the Peripheral.

NOTIFY characteristics are faster than INDICATE, but more unreliable because they are
unacknowledged and the Peripheral cannot tell whether Central successfully received the data.
Conceptually, NOTIFY packets are similar to a UDP packet. Conversely, INDICATE takes longer
and is less power-efficient than NOTIFY, but provides guaranteed delivery. Conceptually,
INDICATE is analogous to a TCP packet.

In order to use the INDICATE or NOTIFY properties, the Central device must first subscribe to
them by writing to the Client Characteristic Configuration Descriptor (CCCD) of the respective
characteristic.
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To reiterate, while the Peripheral (the spectrometer) firmware determines which Characteristics
can function as INDICATE or NOTIFY, Central (the smartphone) must then proactively subscribe
to each INDICATE or NOTIFY Characteristic to receive the updates.

Peripheral determines the frequency of pushed notifications. Those may be pushed at regular
intervals (like battery status updates), or completely ad-hoc and unscheduled (like laser state
changes). Notifications can also be issued as "responses" to read "requests”, as seen in the
GENERIC Characteristic below.

Characteristics may be used similarly to USB endpoints (like control endpoint EPQ), in the sense
that they can carry different types of information in them, as long as the payload includes
metadata bytes describing the rest of the contents. This can be seen in the GENERIC
Characteristic described below.

Device Information Service

These are the Characteristics offered through the Device Information Service. All are
READ-only, and none support INDICATE or NOTIFY as they are static.

UUID and Names are taken from the nRE51 standard definitions.

uuID Name Contents

0x2a26 Firmware Version STM32 Version (e.g. "1.0.43.2")
0x2a27 Hardware Revision FPGA Version (e.g. "01.4.28")
0x2a28 Software Version BL652 Version (e.g. "4.8.5")
0x2a29 Manufacturer Name "Wasatch Photonics"

Wasatch Primary Service

The following Characteristics are supported:

0xff03 LASER_STATE (READ / INDICATE)
0xff04 ACQUIRE (WRITE, INDICATE)

0xff09 BATTERY_STATE (READ / NOTIFY)
Oxff0a GENERIC (WRITE / READ / INDICATE)
0xffOb SPECTRA (READ / INDICATE)



https://developer.nordicsemi.com/nRF51_SDK/nRF51_SDK_v4.x.x/doc/html/group___u_u_i_d___c_h_a_r_a_c_t_e_r_i_s_t_i_c_s.html
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LASER_STATE

uuiD FF03

Properties READ, WRITE, INDICATE

MAX LENGTH | 9 bytes

LASER_STATE is a marshaled 9-byte structure representing the following 6 sub-fields. For all
fields, you can write the value 0xff (or Oxffff) to indicate "no change" (the previous setting will
remain in effect).

Offset Length Name Description

(byte) (bytes)

0 1 LASER_MODE reserved (0x00)

1 1 LASER_TYPE reserved (0x00)

2 1 LASER_ENABLE (read-write) DISABLE (0x00) vs

ENABLE (non-zero)

3 2 LASER_WATCHDOG_SEC (read-write) DISABLE (0x0000) or
length in seconds

5 2 LASER_WARNING_DELAY_MS | On legacy BLE FW (<4.8.9), callers
need to write a big-endian laser
warning delay in milliseconds to these
bytes (noting that the new GENERIC
command SET LASER WARNING
DELAY SEC is in seconds). In
current BLE FW (>=4.8.9), these
two bytes are ignored ("reserved")

7 1 STATUS_MASK read-only bitmask providing status
bits relating to the laser (see Status
Mask)

8 1 LASER_POWER_PERC (read-write)

e values 0 and 101-255 are ignored
(no change)

e values in the range 1-99 are
treated as a percentage of PWM
duty cycle with a period of 1ms (i.e.
setting 33 implies PWM with pulse
period 1000us and pulse width
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Offset Length Name Description

(byte) (bytes)

333ps)
e value 100 disables laser
modulation (full power)

LaserState record
Any writes to LASER_STATE which don’t have at least 4 bytes payload will be rejected.

Central can READ or WRITE this Characteristic. The primary use-case for WRITE is to
manually turn the laser on/off, change PWM or to apply a session-level
LASER_WATCHDOG_SEC that differs from the device's default value configured in the
EEPROM.

A major use-case for Central to READ it (especially via INDICATE push notifications) is for the
Peripheral to notify mobile applications of changes in laser state through the STATUS_MASK
field, particularly changes in INTERLOCK_ CLOSED and LASER_ACTIVE.

Laser Mode (Deprecated)

Legacy firmware used this to configure a persistent "Manual" vs "Auto-Dark" setting, but this
setting has been moved to a per-measurement ACQUIRE_SPECTRUM parameter. The
LASER_MODE byte is retained in the API for future use, but is not currently used.

Laser Type (Reserved)

The second byte will select or indicate the type of laser. This field is currently reserved.

Laser Enable

In Manual mode, the Laser Enable field will determine whether to turn the laser on or off:

Writing a 0x00 will disable the laser.

Writing a 0x01 will enable the laser.

Writing a OxFF will keep the last configuration set (no change).

Any other value is considered an error, and will result in the laser being disabled.

This byte is ignored by the Peripheral if Central if Raman Mode is enabled. However, when
Central reads the LaserState characteristic, the Laser Enable byte will always accurately
represent the current firing state of the laser, whether Raman Mode is enabled or not.



ENG-0120

7 . Page 9
XS BLE API Wasatca Photonics

Laser Watchdog

Whether the Laser Mode is Manual or Auto-Dark, the Laser Watchdog will specify a period of
seconds, starting when the laser was last enabled (and including the Laser Delay), after which
the laser will automatically be disabled.

e Writing a 0x00 to the Watchdog Field will disable the watchdog.

e Writing any value between 0x01 to OxFE will enable the watchdog to that amount of
seconds.

e Writing a OxFF to the Watchdog Field will keep the last configuration set.

The laser watchdog is reset (stopwatch set to zero) whenever the laser is turned on. That is, if
you set the laser watchdog to 10sec, then (T,) enable the laser, allow the laser to fire for 4sec,
(T,) disable the laser, wait 4sec with the laser disabled, then (T;) enable the laser for another
4sec integration, the laser will not automatically cut-off 2sec into the second integration. The
10sec watchdog will have been reset at the beginning of each “laser on” command (both T, and
Ts).

Similarly, if the watchdog expires when the laser is already disabled, no change will occur or
notification sent. (Example: if you set a 10sec watchdog, turn the laser on for 3sec, and then
manually turn the laser off, nothing will happen 7sec later.)

The laser watchdog can be disabled by setting it to 0. Note that the laser is not TEC-cooled,
and long firing times (>10min) may damage the component (while obviously also draining the
battery and generating heat).

Status Mask

This byte is used as a bitmask providing hardware status relating to the laser. It is READ-only,
meaning the Peripheral will ignore this byte's value when the LASER_STATE characteristic is
written by Central.

Bit Mask Name Notes

0 0x01 INTERLOCK_ _CLOSED 1 if the interlock is "closed" (laser is
armed and can fire), or O if "open"
(laser cannot fire)

1 0x02 LASER_ACTIVE 1 if the laser is believed to be actively
emitting, 0 if it is not (due to enable,
watchdog, warning delay, interlock, or
other preventative reason)

2-7 Oxfc reserved
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Default Values

At spectrometer power-on, these are the defaults which will be retained if values of Oxff (“no
change”) are sent:

Laser Enable: off (0x00) (laser will not be firing)
Laser Watchdog: default configured by EEPROM

Notifications

The LASER_STATE Characteristic supports notifications at the INDICATE (acknowledged) level.
Notifications will only be sent out on state changes (laser dis/enable, laser starts/stops firing,
interlock opens/closes).

To re-iterate: even when subscribed to notifications, Peripherals will not receive periodic,
repeated notifications of LASER_STATE. LASER_STATE notifications will only be pushed when
the state actually changes.

ACQUIRE

UuID FF04

Properties WRITE, INDICATE
MAX LENGTH 242 bytes

This Characteristic is used to trigger a new acquisition through its WRITE accessor (sending the
type of measurement requested). The same Characteristic is then used to receive status
updates on the acquisition through one or more INDICATE notifications.

WRITE

When writing this characteristic to start an acquisition using the configured integration time, gain
and scan averaging, the payload should be one byte:

Value Meaning

0x00 Standard measurement
0x01 Auto-Dark measurement
0x02 Auto-Raman measurement

other undefined
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Auto-Dark Measurement

When an Auto-Dark measurement is requested, the spectrometer takes autonomous control of
the laser to generate a single averaged dark-corrected Raman measurement. These are the
steps the spectrometer firmware takes in an Auto-Dark acquisition:

collect an averaged dark measurement

enable the laser

wait for the laser to stabilize, a period defined as the sum of laserWarningDelaySec
(configured via GENERIC_MESSAGE with SET_LASER_WARNING_DELAY) and
laserWarmupSec (configured via EEPROM)

collect an averaged Raman sample measurement

disable the laser

compute the dark-corrected measurement (avg signal - avg dark)

return the final averaged, dark-corrected Raman spectrum over BLE (on the SPECTRA
Characteristic)

Note that the following acquisitions parameters are not changed during Auto-Dark, and will use
whatever values were previously configured:

integration time (configured via INTEGRATION_TIME)

gain (configured via the GAIN)

scans to average (configured via GENERIC _MESSAGE with
SET_SCANS_TO_AVERAGE)

Auto-Dark measurements are recommended whenever possible, for the following reasons:

Maximizes battery performance by minimizing laser on-time

Maximizes laser mean time before failure (MTBF) by minimizing lifetime use
Minimizes sample burning

Maximizes operator safety by minimizing laser on-time

Minimizes measurement time and network latency by sending only a single
pre-averaged, pre-corrected spectrum

These benefits are mitigated by the implicit risk that every Auto-Dark measurement will involve
automatically turning on the laser. If non-Raman measurements are intended (such as
emission, reflectance, absorbance or transmission spectroscopy), it would be both incorrect and
potentially dangerous to request an Auto-Dark measurement.

Note that both Manual measurements and Auto-Dark measurements are subject to the Laser
Watchdog (see LASER_STATE), which will automatically deactivate the laser after the
prescribed timeout, regardless of how it was turned on.
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Therefore, when performing Auto-Dark measurements, ensure that the Laser Watchdog timeout
is greater than the integration time ¥ the configured scan averaging (at least one second
greater is recommended, to account for warning LED windows). Likewise, with Manual
measurements, ensure the Laser Watchdog timeout is appropriate for whatever activity you are
undertaking.

Note that Auto-Dark measurements can take significantly longer than Manual measurements. If
integration time is 1000ms, scansToAverage is 5, and laserWarmupSec is 30, then the resulting
spectrum would not be returned for (5sec + 30sec + 5sec) 40sec.

Auto-Raman Measurement

This is similar to Auto-Dark, except that before taking the averaged dark or Raman spectra, it
optimizes integration time and gain to achieve a target peak intensity (by default, 45k counts). It
also dynamically adjusts scan averaging based on the optimized integration time, with "short"
integrations receiving more averaging than "slow" ones, to achieve a balanced "total
measurement time" regardless of signal strength.

The "optimized" acquisition parameters remain in effect after the measurement completes, so
subsequent "normal” Raman measurements (or Auto-Dark measurements) should match the
Auto-Raman results.

The Auto-Raman optimization algorithm is highly configurable and takes a payload record
containing numerous marshaled (serialized) parameter fields. The record structure matches that
of the ACQUIRE_AUTO_RAMAN USB command in ENG-0001, so use that as a reference for
constructing Auto-Raman BLE payloads.

Status Notifications

This Characteristic is also used by the Peripheral to "push" status notifications back to Central.
Status notifications always begin with the two bytes Oxffff.

Status notifications can be either a simple NAK to indicate that the spectrum is not yet ready for
reading, or an ERR code indicating that the spectrum failed and will not be transmitted, or an
AUTO code providing in-measurement progress of an extended Auto-Dark or Auto-Raman
measurement.

The code will be found in the third byte of the notification payload, and can be interpreted
according to the following table:
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Status Name Description

(Dec)

0 NONE (NAK) No error, the spectrum just isn't ready
yet. This value would never be emitted
as a notification, but if Central attempts
to explicitly read the SPECTRUM
Characteristic mid-collection (rather
than waiting for data to be output
through notifications), this would be the
typical response.

1 ERR_BATT_SOC_INFO_NOT_RCVD Can't read battery, and therefore can't
take Auto-Dark or Auto-Raman spectra

2 ERR_BATT_SOC_TOO_LOW Battery is too low to take Auto-Dark or
Auto-Raman spectra

3 ERR_LASER _DIS_FLR Failure disabling the laser

4 ERR_LASER_ENA FLR Failure enabling the laser

5 ERR_IMG_SNSR_IN_BAD_STATE The sensor is not able to take spectra

6 ERR _IMG_SNSR_STATE_TRANS FLR The sensor failed to apply acquisition
parameters

7 ERR_SPEC_ACQ_SIG_WAIT_TMO The sensor failed to take a spectrum
(timeout exceeded)

8 ERR_HW_INTERLOCK_OPEN Can't perform AutoRaman because
interlock is open

9 reserved not currently used

10 ERR_BAD_MSG_FROM_STM32 UART error between STM32 and
BL652

11 ERR_AUTO_RAMAN_IN_PROGRESS Unknown/Internal error

12 ERR_SEG TX FLR Terminating procedure due to multiple
failures in transmitting image segment
over BLE.

13 ERR_FPGA READ FLR Failure reading data from FPGA

14 ERR_FPGA_UPDATE_FLR Failure sending data to FPGA
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Status Name Description
(Dec)

15-31 reserved

32 PROG_STEP_AUTO_OPT_PARAMS Auto-Raman is in the process of
optimizing acquisition parameters, with
payload:

e uint8 targetRatio

33 PROG_STEP_AUTO_TAKING_DARK Auto-Dark/Raman is taking dark
spectra, with payload:

e uint16 currentStep

e uint16 totalSteps

34 PROG_STEP_LASER_WARN_DELAY Auto-Dark/Raman is paused during
laser warning delay period, with
payload:

e uint16 currentStep

e uint16 totalSteps

35 PROG_STEP_LASER_WARMUP_DELAY | Auto-Dark/Raman is paused during
laser warmup period, with payload:
e uint16 currentStep
e uint16 totalSteps

36 PROG_STEP_AUTO_TAKING_RAMAN Auto-Dark/Raman is taking Raman
measurements, with payload:

e uint16 currentStep

e uint16 totalSteps

Note that the 5 "AUTO" status codes (32-36) each include additional payload bytes containing
Auto-Raman / Auto-Dark progress (usable for visual "progress indicators" on mobile apps).

AUTO_OPT_TARGET_RATIO includes a targetRatio value as a uint8, supporting a range of
values (0-255%). This is a simple ratio of (100 x latest-measured peak intensity / targetCounts).
As the optimization sequence may "overshoot" targetCounts while bracketing and converging to
the target value, targetRatio may sometimes exceed 100%; large values are clamped to 255.
The value should rapidly converge toward 100 (1:1) during the course of optimization.

The other four AUTO status codes each include a 4-byte payload, indicating the most-recent
step started, and the total number of steps anticipated. Each pre-averaged dark and Raman
spectrum is considered a "step", as are the laserWarningDelay period (1 step) and the
laserWarmupDelay period (1 step).
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Auto-Dark Example
Say that we have configured an Auto-Dark measurement with the following parameters:
e |aserWarningDelay Osec

e laserWarmupDelay Osec
e scansToAverage 4

(Meaning, we have chosen to disable both the laser warning delay and the laser warmup delay,
and we want both the dark and Raman measurements to use 4-scan averaging, for a total of 8
spectra).

That would cause the following sequence of notifications to be emitted:

21 0000 0008 = STATUS MESSAGE
0x21 = 33,, (AUTO_TAKING_DARK)
0x0000 0008 = step 0 of 8 (0% complete)

oxff ff 21 @001 0008 | AUTO TAKING DARK, step 1-of-8 (12.5% complete)

oxff ff 21 0002 0008 | AUTO_TAKING_DARK, step 2-0f-8 (25% complete)

oxff ff 21 0003 0008 | AUTO_TAKING_DARK, step 3-0f-8 (37.5% complete)

oxff ff 24 0004 0008 | 0x24 = 36,, (AUTO_TAKING_RAMAN), step 4-of-8 (50%
complete)

oxff ff 24 0005 0008 | AUTO_TAKING_RAMAN, step 5-0f-8 (62.5% complete)

oxff ff 24 0006 0008 | AUTO_TAKING_RAMAN, step 6-0f-8 (75% complete)

oxff ff 24 0007 0008 | AUTO TAKING_RAMAN, step 7-of-8 (87.5% complete)

Auto-Raman Example

Say that we have configured an Auto-Raman measurement with the following parameters:

laserWarningDelay 3sec
laserWarmupDelay 5sec
targetCounts 45000
maxMS 20000

In other words, we have elected to use the default 3sec laser warning delay and added a 5sec
laser warmup period, and wish integration time and gain to be optimized to achieve peak
intensity around 45k counts, but wish the overall dark+laserWarning+laserWarmup+Raman
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collection time to be clamped to 20sec. Subtracting the two laser delay periods realistically
allows 12sec for the dark+Raman measurements.

Let us further suppose that the optimized integration time ended up being 1250ms. If the 12sec
measurement time is split evenly between dark and Raman spectra, that would allow 6sec per
measurement type. 6000ms + 1250ms = 4.8 measurements, so rounding-down we have time to
take 4 dark and 4 Raman spectra. That leads to a total of 10 steps (4 dark, laser warning, laser
delay, 4 Raman).

Altogether, this could generate the following sequence of 13 progress notifications:

20 od = STATUS MESSAGE
0x20 = 32,, (OPTIMIZING_PARAMETERS)
0x0d = 13% targetProximity

oxff ff 20 59 OPTIMIZING_PARAMETERS, 89% targetProximity

oxff ff 20 67 OPTIMIZING_PARAMETERS, 103% targetProximity (success)

oxff ff 21 0000 000a | 0x21 = 33,, (AUTO_TAKING_DARK), step 0-of-10 (0% complete)

oxff ff 21 0001 000a | AUTO_TAKING_DARK, step 1-0f-10 (10% complete)

oxff ff 21 0002 000a | AUTO_TAKING_DARK, step 2-0f-10 (20% complete)

oxff ff 21 0003 000a | AUTO_TAKING_DARK, step 3-0f-10 (30% complete)

oxff ff 22 0004 000a | 0x22 = 34,, (AUTO_LASER_WARNING_DELAY), step 4-0f-10

oxff ff 23 0005 000a | 0x23 = 35,, (AUTO_LASER_WARMUP_DELAY), step 5-0f-10

oxff ff 24 0006 000a | 0x24 = 36,, (AUTO_TAKING_RAMAN), step 6-0f-10

oxff ff 24 0007 000a | AUTO TAKING RAMAN, step 7-0f-10

oxff ff 24 0008 @00a | AUTO TAKING_RAMAN, step 8-0f-10

oxff ff 24 0009 @00a | AUTO_TAKING_RAMAN, step 9-0f-10

SPECTRA

UuID FFOb

Properties READ, INDICATE
MAX LENGTH 242 bytes
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This is a read-only characteristic which receives the spectral data requested by ACQUIRE.
The notification will always contain an even number of bytes (at least four).

The first two bytes represent an unsigned 16-bit integer (big-endian) indicating the starting pixel
index for the spectral data in the payload. (If the first two bytes are Oxffff, see Spectral Error
Status below).

The remaining payload bytes should contain intensity data from the spectrometer, starting at the
given pixel index. Each pixel is a little-endian 16-bit uint (value 0-65535).

For instance, if you received back the 10-byte payload:
00 5a 01 00 10 00O ££ 00 12 34
You can logically group the bytes as:

00 5a = starting pixel (90 decimal, big-endian)

01 00 = pixel 0 (intensity 1 decimal, little-endian)

10 00 = pixel 1 (intensity 16 decimal, little-endian)

ff 00 = pixel 2 (intensity 255 decimal, little-endian)
12 34 = pixel 3 (intensity 13330 decimal, little-endian)

—_~ o~~~

There are no guarantees on the number of pixels you may receive in a packet, nor is a length
field explicitly provided in the application-level protocol.

BATTERY_STATE

uuiD FFO09

Properties READ, NOTIFY

MAX _LENGTH | 5 bytes

This characteristic provides information on the internal battery according to the following format.

Offset Length Name Description

0 1 CHARGE_STATE 0 if discharging, 1 if charging

1 1 CHARGE_INT Battery charge level as integer percentage (0-100)
2 1 CHARGE_FRAC Fractional charge level (in 1/256 increments)

3 1 BATTERY_TEMP Signed byte (-128-127) temperature (deg C)
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Offset Length Name Description

4 1 CHARGE_DIE_TEMP ([ Signed byte (-128-127) temperature (deg C)

Notifications

This characteristic supports notifications at the NOTIFY (unacknowledged level). Notifications
are pushed at a fixed rate of 1 every 30sec, but only if no active acquisition is underway.

This is to provide low-rate battery monitoring while the unit is otherwise powered-on and paired,
but not being actively used. If the app requires a faster update rate, they may explicitly read the
characteristic before or after measurements.

GENERIC

uuID FFOA

Properties READ, WRITE, INDICATE
MAX_LENGTH |8

This Characteristic defines a standard packet header that allows it to send and receive many
different messages.

All parameters and return values are big-endian unless otherwise specified.

Query-Response Protocol

Generic BLE commands are expected to mimic their similarly-named USB equivalents unless
otherwise specified, so find expanded documentation in ENG-0001 USB API.

"Getter" accessors (e.g. GET_LASER _TEC_MODE, GET_LASER_WARNING_DELAY) are
written to the Generic characteristic as "queries." The response should arrive back to the caller
shortly thereafter via an INDICATE notification. Therefore, there is no need to ever explicitly
"read" the Generic characteristic.

GENERIC Accessors

For the most part, detailed documentation about each LEVEL 0 or LEVEL 1 command can be
found in the ENG-0001 USB API documentation for the command of the same name. Where the
BLE version of a command differs significantly from the USB equivalent, that difference should
be called-out in this document.
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Offset Length Name Description

0 1 SEQ_NUMBER Arbitrary uint8 sequence number used to

validate message order in debugging
(recommend roll-over at 0xff)

1 1 LEVEL_O_CMD opcode for a LEVEL_0 command, or Oxff if
the GENERIC message is using a LEVEL_1
or LEVEL_ 2 command.

2 6 varies parameter block for LEVEL_0 commands; if
LEVEL_O_CMD is 0xff, can contain
LEVEL_1 or LEVEL_2 commands + params

Supported LEVEL_0_CMD values include:

Value Name Description
0x84 SET LASER TEC MODE uint8:
e OFF =0
o ON =1
e AUTO =2
¢ AUTO ON=3
0x85 GET_LASER TEC _MODE uint8
0x87 POWER_OFF Turn off unit (same as power button)

O0x8a SET_LASER_WARNING_DELAY | Set Laser Warning Delay (uint8, sec) (zero to
disable)

0x8b GET_LASER_WARNING_DELAY | Get Laser Warning Delay (uint8, sec)

0x93 RESET_UNIT Reboot STM32 (same as 2x power button)

0x95 | SET_AUTO RAMAN_PARAMS byte[23]

0x97 | GET_IMAGE_SENSOR_STATE | uints:

e UNKNOWN =0

e STANDBY = 1

e TRANS_IN_OUT_STANDBY = 2
e REG_HOLD =3

e ACTIVE = 4

e ERROR =5
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Value Name Description

0x98 GET_AUTO_RAMAN_PARAMS byte[23] (same as setter)

0xb2 SET_INTEGRATION_TIME Set Integration Time (uint24, ms)

Oxb7 | SET_DETECTOR_GAIN Set gain (FunkyFloat, dB)

Oxbf GET_INTEGRATION_TIME Get Integration Time (uint24, ms)

Oxcb5 GET_DETECTOR_GAIN Get gain (FunkyFloat, dB)

Oxff NEXT_TIER LEVEL_1 (2nd-tier) command in remaining

payload

Supported LEVEL_1_CMD (2nd-tier) commands include:

Value Name Description

0x01 | GET_EEPROM_DATA 3-byte payload with uint16 PAGE and uint8
OFFSET (see READ_EEPROM)

0x21 | SET_START_LINE uint16 (0-1079)

0x22 | GET_START_LINE uint16

0x23 | SET_STOP_LINE uint16 (0-1079)

0x24 | GET_STOP_LINE uint16

Ox2a | GET_AMBIENT_TEMPERATURE | Get STM32 thermistor (uint8, deg C)

0x2c | GET_CPU_UNIQUE_ID AKA microcontroller serial number (uint96, 12
bytes)

0x30 |[SET_POWER_WATCHDOG_SEC | Set Power Watchdog (uint16, sec)

0x31 | GET_POWER_WATCHDOG_SEC | Get Power Watchdog (uint16, sec)

0x60 | GET_TEC_STATE returns uint8 (0 = off, 1 = operating)

0x62 | SET_SCANS_TO_AVERAGE uint16

0x63 | GET_SCANS_TO_AVERAGE uint16

0x78 | GET_USB_ADAPTER_INFO (220321/220251 required)
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Description

e Byte 0: BC1.2 Adapter Type
o 0 = Not found
o 1= SDP (Standard Downstream Port)
o 2 = CDP (Charging Downstream Port)
o 3 =DCP (Dedicated Charging Port)
e Byte 1: BC1.2 Proprietary Charger Type
o 0=None
o 1= Samsung 2A
o 2=Apple0.5A
o 3=Apple 1A
o 4 = Apple 2A
o 5= Apple 12W
o 6=DCP3A
o 7 =Unknown
e Byte 2: Type C CC Current Capability
o 0 = Not connected
o 1=500 mA
o 2=1500 mA
o 3 =3000 mA
e Bytes 3 and 4: Current Limit in mA (Network
Byte / Big Endian format)

0x7d | SET_TEC_WATCHDOG_SEC

takes uint16 payload (seconds)

Ox7e | GET_TEC_WATCHDOG_SEC

returns uint16 (seconds)

0x90 |SET_AUTO_RAMAN_LASER_OFF

DELAY_MS

delay between laser disable and first dark
(uint16)

0x91 | GET_AUTO_RAMAN_LASER_OF

F_DELAY_MS

delay between laser disable and first dark
(uint16)

Oxff NEXT_TIER

LEVEL_2 command in remaining payload

There are currently no supported level-2 (Oxff, Oxff, ) commands.

GENERIC Notification Packet Structure

GENERIC notifications will always start with a two-byte prefix, where the first byte is the SEQ
number of the associated WRITE request, and the second byte is an error code. All remaining
bytes in the notification payload constitute the response data.
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Sequence ID

Note that the first byte of any GENERIC WRITE message is a sequence identifier. It can be any
value from 0-255, and is not required to be sequential or ascending (or even unique). It was
added to the protocol to assist debugging and troubleshooting. It would be reasonable to iterate
these from 0-255 and then rollover back to zero, but this is not enforced. Including the byte in
the payload is, however, required.

When the GENERIC characteristic is used to write a "GET" request such as
GET_SCANS_TO_AVERAGE, the first byte of the response message will contain the most
recent sequence number sent in a WRITE from Central.

Error Code

The second byte in GENERIC response payloads will be an error status code drawn from the
following table:

Value Name Notes
0 OK

1 NO_RESPONSE_FROM_HOST

2 FPGA_READ_FAILURE

3 INVALID_PARAMETER

4 UNSUPPORTED_COMMAND

Sample Exchange
Central: write_char(GENERIC 0xff0a, SEQ 1, TIER Oxff, SET_SCAN_TO_AVG 0x62, 0x00, 0x0a)

Central: write_char(GENERIC 0xff0a, SEQ 2, TIER 0xff, GET_SCAN_TO_AVG 0x63)

Peripheral: will then generate a GENERIC notification of 4 bytes [ 0x02, 0x00, 0x00, 0x0a ],
representing the SEQ (0x02), ERR (0x00), and requested value 10 (0x00 0x0a).

Central: write_char(GENERIC 0xff0a, SEQ 3, GET_INTEG_TIME 0xbf)

Peripheral: will then generate a GENERIC notification of 5 bytes [0x03, 0x00, 0x??, 0x??, 0x?7?],
where the final 3 bytes are the current integration time in milliseconds in big-endian order.
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READ_EEPROM

The EEPROM is read out through a series of (WRITE request, INDICATE notification)
exchanges.

The WRITE request from Central contains a 3-byte payload with the following format:

Offset Length Name Description
0 2 PAGE big-endian uint16 in range (0, 511)
2 1 OFFSET uint8 in range (0, 63)

Each WRITE request will generate an INDICATE notification response starting with the standard
2-byte GENERIC (SEQ, ERR) header, followed by a number of payload bytes. The number of
bytes returned from a single WRITE request is not guaranteed, but it will be "as many as
possible" given firmware memory constraints. Multiple requests may be required to read a single
EEPROM page. No response will contain data spanning multiple EEPROM pages.

Planned Changes

e Consider providing a way for BLE phone to find out if laser TEC is currently enabled
(whether due to LaserTECMode ON, AUTO, AUTO_ON, LaserTECWatchdog, etc).
Could be an additional bit in the LASER_STATE characteristic. [in-work]

e Add GENERIC notification containing a broad mask of potential firmware error conditions
(corresponds to proposed ENG-0001 USB opcode)

e Add accessors for OEM Accessory Connector (GPIO, Current Supply)
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